
JUSTICE 

 

NATIONAL/INTERNATIONAL REGULATION OF COMMUNICATION 

 
The G8 affirms that principles of freedom of opinion and expression extend on to not merely 
traditional press, but also the internet and cyberspace. However, bearing in mind the effects 
certain speech has had on various national histories, the G8 emphasizes the following potential 
points where such speech could be legitimately regulated as under the International Covenant 
on Civil and Political Rights: 

 For respect of the rights or reputations of others; or 

 For the protection of national security or of public order or of public health or morals. 

The G8 strongly endorses that states enact policies that are effective, transparent, evidence-
based, and as least-restrictive as possible with respect to the regulation of communications. 
Further, bearing in mind the need for involvement of civil society concerning this important 
issue, governments should ensure that there is a sufficient degree of accountability to their 
citizens throughout the development and enactment of these policies. 
 
Recognizing that the lack of information sharing is a fundamental obstacle to the swift 
detection, investigation and prosecution of cyber criminals, while also respecting the 
fundamental right to protection of personal data, the G8 urges: 
 

 The augmentation of current bilateral information sharing with regards to cyber-crime, 

 The establishment of one central responsible authority for cyber-security at the national 
level within each state, 

 Swift operationalization of the INTERPOL Digital Crime Centre which will centralize 
information emanating from national cyber-security centers, the European Cybercrime 
Centre at Europol and internet private-sector companies, thereby engaging in a 
collective and coordinated approach to combat cybercrime. 

 

The G8 calls upon states to observe principles of due process and judicial review before 
initiating investigations into criminal activity using cyber surveillance or traditional interception 
of communication. Initially a warrant must be obtained with the following provisions taken into 
account: 
 

 Specificity of duration, namely the length in which the warrant will be in effect, 

 Proportionality, namely evidence leading to a reasonable suspicion that severe malice is 
being or due to be committed, 

 Length of storage of data obtained under the terms of the warrant, 

 Proper adherence to domestic guidelines on statute of limitations of evidence gathered, 



 Emergency situations, where states would be allowed to take protective measures when 
an emergency situation demands that extraordinary action is taken which falls outside of 
the parameters listed, provided such mechanisms exist under domestic law. 
 

We further request partners to consider the adoption of export control legislation in order to 
monitor, and if necessary prohibit, the sale of surveillance and/or censorship technology for the 
purpose of suppressing political dissent. 
 

CROSS-BORDER CRIME AND MIGRANT RIGHTS 

 
The countries of the G8 strongly encourage the universal ratification and effective 
implementation of the UN Convention Against Trans-National Organized Crime and its three 
additional Protocols - the Protocol to Prevent, Suppress, and Punish Trafficking in Persons, 
Especially Women and Children; the Protocol Against the Smuggling of Migrants by Land, Sea, 
Air; and the Protocol Against the Illicit Manufacturing of and Trafficking in Firearms, their Parts 
and Components and Ammunitions. 
 
The G8: 
 
Recognizes that the difference between trafficking and smuggling of human beings is 
ambiguous, as someone who has been smuggled can unwillingly become a victim of human 
trafficking; 
 
Seeks to reaffirm that alleged consent from the victims to be trafficked and participate in 
criminal activities is not a valid defense for the perpetrators of trafficking during criminal 
prosecutions; and 
 
Calls upon our relevant authorities, during investigation and prosecution of instances 
concerning human smuggling or trafficking, to take into account duress upon the victim by the 
facilitator and/or perpetrator. 
 

Based on strong mutual trust between G8 nations, we decide to build upon existing bilateral 
and regional agreements of information sharing amongst ourselves on transnational organized 
crime, including terrorist activity. Such shared information between our states may take the 
form of biometric data, including fingerprints, DNA, and profile information and shall only be 
shared in relation to those known by the requesting authorities to be involved with the above 
mentioned activities. 
 
The G8: 
 
Strongly resolves to pass enhanced anti-corruption reform legislation within our jurisdictions, 
to better promote effective and efficient policing and reporting of transnational criminal 
activity;  



 

Calls upon governments to enhance cooperation with relevant NGOS to provide greater support 
and legal advice for victims of human trafficking. Further, governments should enhance their 
partnerships with Interpol to provide stronger training to their police and border authorities in 
the handling of human trafficking and human smuggling cases; 
 

Solemnly affirms that states should treat migrants with internationally recognized fundamental 
human rights regardless of their status or level of documentation. These rights must be 
respected under any circumstance, notwithstanding the fact they are distinct from such rights 
reserved for nationals of states; and 
 

Urges member states to improve the conditions of detention centers in which they keep 
migrants before decision on status and shortening the length of time in which those decisions 
will be made. States should make an unequivocal effort to ensure the rights of children, as laid 
out in the principles of the UN Convention on the Rights of the Child, are not abrogated and 
that the integrity of families is guaranteed with regards to deportation and detention decisions.  
 

Reaffirming the general principle of non-refoulement, the G8 calls on states to recognize the 
need to protect victims of armed conflict and recommend to offer them legal temporary 
protection in our national jurisdictions as long as they cannot be returned to their home 
country. 
 
The G8: 
 

Expresses support for concerted refugee resettlement plans among G8 nations and their 
partners in cooperation with the United Nations High Commission for Refugees; 

 
Requests swift and effective sanctions to be imposed on criminal organized groups involved in 
people smuggling, especially at sea, which is one of the most dangerous means of transport of 
victims; and 
 
Calls upon the international community to initiate the drafting of a new convention on the 
responsibility of states in responding to situations where migrants or refugees lives are at risk 
when in transit, particularly during search and rescue operations. 
 

 


